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IMAMSATKA
0 AeCTBUAM JOJKHOCTHBIX JIMI OPraHOB MECTHOI'0 CAMOYIPABJICHHS,
opranusanui u yupe:xkaennd Cy31aabCKoro pamoHa
MPH NOCTYIJICHHH YTPO3 TEPPOPUCTUYECKOIO XapaKTepa
MOCPEACTBOM 3JIEKTPOHHBIX IOUYTOBBIX CEPBUCOB MEKIYHAPOIHOU
HH(OPMAIMOHHO-KOMMYHHUKAUUOHHOM ceTu UHTEpHET




Paszpnen 1
JlelicTBHS IPH OTKPBITOM MOJy4eHUH HHGOpManun 00 yrpose coBepIIeHus!
NpecTyIICHUs TEPPOPUCTHYECKOI0 XapaKTepa
1.1. OTKpbITHE U IPOCMOTP NOJYYECHHOT0 COOOLICHUS

Bun otkpbiToro coobuienus 6e3 BHyTpPEHHETO BIOKEHHS (haiiiia, colep Kallero siBHbIe MPU3HAKH
YTPO3bI COBEPLICHUS MPECTYIIICHUS TEPPOPUCTUUECKOTO XapakTepa, B okHe «MicrosoftOutlook» mone

«Tema» (puc. 1).

1.1. OTKpBITHE H MPOCMOTP NMOJYYEHHOT0 COOOIIEeHUS

Puc. 1. — Bun coobiienuns

B cBa3u ¢ TEM, 4YTO B TEMC IHCbMa HE MOTIYT OTO6pa)KaTI)C$[ JJIMHHBIC MPCATIOKCHUSA, IT0JIC
«Tema» MOXeT OBITh MYCTBIM, a TEKCT C YIPO30il COBEPUICHUS TEPPOPHCTUUECKOTO aKTa MOXKET
COZIEPXKAThCSI B MMECIOIIEMCsl MPOCTPAHCTBE B HIKHEH YacTH OKHA COOOLICHUS MPU €ro OTKPBITUH
OZIHUM KJIMKOM JIEBOW MBIIIH, TaK)K€ OTOOPA3UTCS TEKCT MUCHhMA, CONCPIKAIIMICSI B OKHE COOOIICHUS
(puc. 2).
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Puc. 2. — Coo01ieHne B OTKPHITOM OKHE
Kpome wnHbpopmarmu, coaepikamieid yrpo3y COBEPIICHUS MPECTYIUICHUS TEePPOPHUCTUICCKOTO
XapakTepa, B OTKPBITOM OKHE COOOIIEHHS pacKphIBaeTcs HeoOXxoammas MHGopmarus o0 oTmpaBUTENe
cooOmeHusi. Takyke B BEPXHEHM YacTH OKHA COOOIIEHHUS OTOOpakeHa Jara OTIPABJICHHS COOOIICHUS
(puc. 3), UM U 2IEKTPOHHBIN aapec oTnpaBuTess (puc. 4).
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Puc. 4. — IMs 11 37IE€KTPOHHBIN afpec OTIIPABUTENS COOOIICHUS




1.2. KonupoBaHue U cCOXpaHeHHe TaHHBIX

CrenyroounmM IaroM TIOCJie OTKPBITUS M MPOCMOTPa MOIYYEHHOTO COOOIICHUS SIBIISETCS
KOIIMPOBAHUE U COXpaHEHHE MHPOPMAIIUU, COJIEprKallell MPU3HAKU YTPO3bl COBEPILEHUS MPECTYIUICHUS
TEPPOPUCTUUECKOTO XapaKTepa.

B oTkpeiTOM OKHe cooOuieHus oToOpa)KeHa HeoOXoaumas IJis KONMUpPOBaHUS HH(OpMalus c
UMEIOIIMMHUCS CBEICHUAMU 00 OTIpaBUTENe COOOUICHHS M TEKCT C COAEpP)KaHHUEM YIpO3bl
TEPPOPUCTUIECKOTO XapakTepa (puc. 5).
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Puc. 5. — MadopManus B OTKPHITOM OKHE TTOJTYIEHHOTO COOOIIICHNS

J151s koMpoBaHUS MOTyYeHHON HH(OpPMaLIUK HEOOXOAUMO C/IeNaTh CKPUHIIOT (CHUMOK JKpaHa).
Ha xnaBuarype Juist 5TUX 1IeNel pelyCMOTpeHa crieluaibHas kiaBuia «PrintScreen» («meyarsb
JKpaHay) (puc. 6).




Puc. 6. — Pacnonoxenue xnasumm «PrintScreen» Ha KilaBuarype KOMIBIOTEpa

Jl1is co3maHusl CKpUHIIOTa HEOOXOAMMO, HE 3aKPhIBasi OTKPHITOE TOJIE€ TOTYYEHHOTO COOOIICHUS
C cofiep)KaHHEM YTPO3bl COBEPIICHUS TEPPOPUCTUUECKOIO aKTa, HaKaTh Ha KJIaBHAType KOMIIBbIOTEpa
knaBumnry «PrintScreen». Ilocme HakaTus yka3aHHOW KIABUIM KJIABHATYpPhl aBTOMAaTHUYECKHU
OCYIIIECTBIIIETCS KOMMMPOBaHNWE WH(OPMAITNH, COIEpPIKAIICHCS Ha DKpaHe KOMITbIOTEpa, B Oydep oOMeHa,
TO ecTh KomupoBaHue (QororpadupoBaHHe) CHUMKA OTKPBITOTO TMOJS COOOIIEHUS C TONYYCHHOM
yIpo30i M KOHTAKTHBIMU JaHHBIMU OTHpaBUTENsl cooOmeHus. Ilpu SToOM, BHEIIHE HHUYEro He
npoucxoauT. Pabounii cron octaércs 6e3 M3MEHEHMId, HUYEr0 HOBOTO HE MOSBISETCS, KOMIBIOTEP HE
M3Ma€T HUKAKMX 3BYKOBBIX CHTHAJOB M HE COINPOBOXKJIAET NPOU3BEAEHHOE JIEHCTBUE MHIaHUEM
Jammovek (MHAMKATOpoB). Takum 00pa3oM, BBIMONHEH TEPBBIM IIar — KOMUPOBAaHUE IOIYYCHHOMN
nHpopMaIuu.

CnenyrommM  IaroM  sIBIsieTcsl  coXpaHeHWe HMH(OpManud ¢ yrpo3od  COBEpIICHUS
TeppopucTHYeCcKoro axta. [[ns coxpaHeHMs MOMy4eHHOM HH(OpMalnnuyu HEOoOXOAMMO CO3/1aTh Ha
pabodeM CToyie I B JPYTOM MECTE Ha >KECTKOM JHCKe HOBBIM JOoKyMeHT «MicrosoftWordDocumenty.
[anee oTKpbIBa€M CO3IaHHBIN JOKYMEHT. B MOSIBUBIIEMCS OKHE OCYIIECTBIISIEM KIIMK MPAaBOW MBIIIN HA
MoJie BHOBb CO3JaHHOTO JOKYMEHTa, 3aTeéM MOCIeAOBaTeIbHO TOABOAMM YKa3aTelb MBI U
«BBIOMpAaEM» OJIHUM KIIMKOM JIEBOM KHOINKHM MBIIIM KOMaHOy «BcTaBuTh» WM «BbIOMpaem» 3HaK
«BcTaBuThH» Ha BEepXHEH TIaHeH OTKPBITOTO (BHOBB CO3/IaHHOTO) JTIOKyMEHTA
«MicrosoftWordDocument» (puc. 7).
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Puc. 7. — JlobaBneHre CKPUHIIIOTA B CO3aHHbIH JOKyMeHT «MicrosoftWordDocument»

Conepxarieecs B Oygepe ooOMeHa n300paxeHne OTKPHITOTO MO COOOIIEHUS ¢ MOTYYeHHOW yrpo3oil n
KOHTaKTHBIMH JJAHHBIMH OTIIPABUTEISI COOOLICHNS CKOMTUPOBAJIOCH B OKHO CO3JJAaHHOTO JJOKYMEHTA
«MicrosoftWordDocument» (puc. 8).
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Puc. 8. — Pa3memmenne ckpuHIIOTa B co3AaHHOM JHoKyMeHTe «MicrosoftWordDocument»

1o 3aBepiIeHUIO BBIIICYKa3aHHBIX JIEHCTBUM COXPaHAEM Pa3MEIEHHbIN CKPUHIIOT CHUMKA
9KpaHa B CO3JJaHHOM JokyMeHTe «MicrosoftWordDocumenty. 3arem BbIBOAMM (hailsn Ha 1e4aTh.

Pazgen 2
JeiicTBUS NPHU MoJy4eHUN UHPopMauuu 06 yrpose coBepuieHus NMPecTynieHust
TePPOPUCTHYECKOI0 XapaKTepa, Haxo/sileiicsl BO BJI0KeHHOM (paiijie mucbMa, NOCTYNUBILIET0 M0
3j1eKTpoHHOo# nmoute «MicrosoftOutlook»

3agacTyro MpH TOMYYCHHH IMHCHhMa IO 3JEKTpoHHOUW moure «MicrosoftOutlooky mpummaraercs
Kakoi-m1bo Qaitn (moxkymeHT, dororpaduu, CChUIKH, MPOrpaMMBbl, BUACO U T.I.). [IpuioskeHHBIH K
nuceMy (aiia HazbIBaeTCs BiIOXKEeHHWEM. HeoOXommMo OTMETHTh, YTO TPHUCIAHHBIE IO AJIEKTPOHHON
HOYTEe MPOTPaMMBI, (ailiibl W/WIM CCBUIKA MOTYT OBITh BPEJOHOCHBIMH M TOABEPraTh KOMITBIOTEP
3apak€HHIO, B CBS3U C YeM, IOCJIe TIOIMy4YeHUs] HHPOPMALIUH, COAEPIKAIIEeH YIPO3bl TEPPOPHUCTUIECKOTO
xapakTepa. OTKpbIBaTh BIOKEHHSI Y BBINOJIHATh KaKue-TMO00 ASHCTBUS € MOCTYNMBIIUMH MaTepuaiaMu
KpPOME MX KOTIMPOBAHUS M COXPAHEHUS HE PEKOMEHYETCSl.

[Tpu oOHapyx)eHun (TIOATBEPIKIACHUH) TIPU3HAKOB YTPO3bl COBEPILICHHS TEPPOPHUCTHUECKOTO aKTa
BO BJIO)KEHUH MMMChMa HEOOXOIUMO BBITTOJHUTH aHAJIOTUYHBIC AEUCTBUS 110 COXPAHEHHIO SIEKTPOHHOTO
azipeca ¥ KOHTaKTHBIX JaHHBIX OTHPABUTENS MHCbMa B COOTBETCTBUH ¢ pazzienoM 1 (puc. 3-8).

Pa3nen 3
JeiicTBusi npu nosxy4yeHun nHopmanum od yrpose coBepuieHust
NPeCTYIUICHUS TEPPOPUCTHYECKOI0 XapaKTepa, NOCTyNHBIIEH
110 JIEKTPOHHOM MOYTe U3 MHBIX 3JIeKTPOHHBIX IOYTOBBIX CEPBHCOB
MEKIYHAPOAHOI HHPOPMANMOHHO-KOMMYHUKALMOHHOM ceT UHTEpHeT
(google.com, mail.ru,yandex.ru, list.ru, hotmail.com, bk.ru u T. i.)

Kak npaBuino, JOMKHOCTHBIMM JIMI[aMH OPIaHOB MECTHOTO CAMOYIIPABJIEHUS, OpraHU3alMi U
yupexaeHuit Cy3nanbckoro pailoHa B LEISIX OOMEHa 3IEKTPOHHOM KOpPECTOHIEHIIMENH UCTIONb3yeTCs




anekTpoHHas moura «MicrosoftOutlook» wnm npyrue cpenctBa 37MEKTPOHHOM IMOYTOBOW CBsizu. B
paznenax 1 m 2 Hacrosmed I[laMaTkM H370)K€H MOPANOK JACHMCTBHM JOMKHOCTHBIX JIMI[ OPraHOB
MECTHOTO CaMOYIPAaBJIEHUs, OpraHu3auuii u yupexaeHuil Cy3nanabCKoro paiioHa IIpU NOCTYIUIEHUU
yYTPO3 TEPPOPUCTUUECKOTO XapaKTepa MPUMEHHUTENBHO K ANIeKTpoHHOH nmoute «MicrosoftOutlook». Tem
HE MEHee, Y Pa3JInYHbIX MOJIb30BaTeNeil MOTYT ObITh pa3Hble «IIOYTOBBIE SAIIUKN» (IEKTPOHHAS MOYTa),
B 3aBHCHMOCTHU OT TOTO, Ha KAKOM pecypce, MPeAO0CTaBISIOUIEM YCIYTH 3JIeKTPOHHON MOYTHI, CO3/laHa
yueTHas 3alKCh DJIEKTPOHHOM MOUYTHI (aKKayHT). ITO MOXeT ObITh google.com, mail.ru, yandex.ru,
list.ru, hotmail.com, bk.ru u T. m. Y HEKOTOPHIX MONB30BATEIICH WMEETCS HECKOIBKO «IOYTOBBIX
SILITUKOBY, IPEAOCTABIEHHBIX Pa3HBIMHU MOUYTOBBIMH HHTEpHET-cepBUcaMu. Ho nmpuHIMI paboTsl BO BCex
«AIEKTPOHHBIX SIIHUKAX» MPUMEPHO OJMHAKOBBIM.

COOTBETCTBEHHO, HE3aBUCHMMO OT BHJA DJEKTPOHHOW TMOYTHI, Ha JIIOOOH KOMIIBIOTEP
MOJIb30BaTeNs (JIOKHOCTHOTO JIMIA) MOXKET MOCTYMUTh MH(pOpMAIMs C Yyrpo30i TeppOPUCTUYECKOTO
xapakTepa. TakuM oOpa3om, B cilyyae MOJY4YeHHs COOOIIEHUH ¢ yrpo3aMu Ha JIIOOOH M3 «IIOYTOBBIX
ALIUKOBY», YUUTHIBAsI CXOKECTh paOOThI PA3IUYHBIX NEKTPOHHBIX «IIOYTOBBIX SIIIIUKOBY, TOJKHOCTHBIM
JUIAM OpPraHOB MECTHOIO CaMOYIIPABJIEHUS, OpraHu3anuil u yudpexjaeHudl Cy3galbCcKkoro paiioHa
HEOOXOAMMO BBITIOJIHUTH MOPSJIOK EHCTBUH, IPEeIyCMOTPEHHBIN pa3nenamu 1, 2 Hactosimei [TamMaTku.
[Ipu oTKpBITHH Ha paboueM KOMIbIOTEPE JPYTUX «OYTOBBIX SLIUKOBY (Maiij, IHAEKC H T.I.) CKPUHILIOT
(CHUMOK 5KpaHa) MPOW3BOAMTCS aHAJOTUYHO C MOMOIIBI0 KiaBulm «PrintScreeny» (mpunrckpun). B
cllyyae BO3HUKHOBEHHS 3aTPYIHUTEIHHON CHUTYaIlMM MO KOMHPOBAHUIO M COXPAHEHHMIO COOOIICHMH,
COJIEpKAIIMX YIpO3bl TEPPOPUCTHUECKOTO XapakTepa IMOJIb30BATENSIM MEPCOHANBHBIX KOMIIBIOTEPOB
HEOOXOUMO 00paTuUThCs B CIIY)KOy TEXHHUECKOW MOJEPKKHU (K TEXHUYECKOMY paOOTHHKY) OpraHa
MECTHOTO CaMOyIIpaBJIeHUs (OpraHu3aluy, yUpeKIeHHUs ), 00CITyKMBAIOILYI0 paboTy O(UCHON TEXHUKU
U HMH(OPMAIIMOHHO-TEJIEKOMMYHHKAIIMOHHON ceTu HTepHeT, obecreunB NpU ATOM HAUMEHBIIYIO
OCBEIOMJIEHHOCTh MOCTOPOHHMX JIMIl O MOCTYIUIEHUM HHQOpManuu 00 yrpo3e TeppOpHUCTUYECKOTO
Xapakrepa.

Pasnea 4
ITocsenoBareIbHOCTD 1eCTBUH J0JKHOCTHBIX JIMIl OPraHOB MECTHOI'0 CaMOYyIIPaBJICHHUS,
opranmu3anmii U yupexaeHuil Cy31ajabCcKoro paiioHa NpH NOJyYeHHH
uHpopmanuu 00 yrpose copepuieHHs NPECTYIVICHUS TEPPOPUCTHYECKOTO
Xapakrepa, NOCTYNHBIIEH MOCPEeACTBOM 3JIeKTPOHHBIX IIOYTOBLIX CEPBHCOB
MEKIYHApPOAHOH MHPOPMALIMOHHO-KOMMYHUKAIIMOHHOM ceTn UHTEpHeT

4.1. Ilpm momydeHHH TIO DJIEKTPOHHOM TMOYTE COOOIICHUH, COAEpKAIIUX  yTrPO3bl
TEPPOPUCTUYECKOTO XapaKTepa, JODKHOCTHBIM JIMLAM OpraHOB MECTHOTO CaMOYIIpaBJICHUS,
opranuzanuii u yupexxaenuit Cysnaabckoro paifoHa He0OXOJUMO:

- npouHpopmupoBars [J1aBy opraHa MECTHOTO CaMOYIPABJIECHUS WIM HEMOCPEJICTBEHHOIO
PYKOBOJUTENISI OpraHU3aiy (yUpeKIeHus);

- o0ecneynTh HE3aMEUIMTENIbHYI0O  TEpPEeCchUIKY  COOOIICHUH, COAepiKalluX  YyIrpo3bl
TEPPOPUCTUYECKOTO XapakTepa, Ha CHEIUAIbHYI 3JIEKTPOHHYIO MOYTY AaHTUTEPPOPUCTUUECKON
komuccun Braaumupcekoit obmactu  ugrozata@vinfo.ru. Bmecte ¢ Tem, Y®CB Poccunm mo
Brnagumupckoit obrmactT peKOMEHAYEeTCS YCTaHOBUTh HACTPOMKY (UIbTpanu COOOLICHUM Uit
oOecrieyeHHsT aBTOMATHUECKOW MEPEeChUIKM COOOIIEHWH C yrpo3aMH TeppopH3Ma Ha YKa3aHHBIN
ITOYTOBKIN SIIHK;

- HEMEUIEHHO 1o TeiepoHy NpOoHMH()OPMUPOBATE O TMOCTYIUIGHHH YIPO3bl COBEPIIECHUS
teppopuctudeckoro akta OMBJI Poccun mo Cysnansckomy paiiony no tenedony 02 / 102 / 2-12-35;

- HEMEUIEHHO 1o TeiepoHy NpOoHMH()OPMUPOBATE O TMOCTYIUIGHHH YIPO3bl COBEPIIECHUS
Teppopuctudeckoro akrta oraeneHue B I. Cysmane YOCB Poccum no Bmagumupckoil obmactu mo
tenedony 2-13-54;

- BBINOJIHUTH JEHCTBHUA, NMPEAYCMOTPEHHBbIE pazfenoM 1-3 Hacrosmei IlamsaTku, HanpaBHUTH
pacriedaTaHHbIi (aiia ¢ moxydeHHo! HH(popManrei mocpecTBOM (DaKCUMHUIIBHON CBSA3BIO B OTAETICHHE
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B I. Cy3nane YOCB Poccun no Bnamumupckoit obmactu (daxc 2-13-54) u B OMBJ] Poccun mo
CysznansckoMy paiiony (dakc 2-19-28);

- 00ecIeunTh YCIOBUS, CIIOCOOCTBYIOIIME COXPAHEHUIO MOTYYEHHOW HH(POPMALIUU TOCPEICTBOM
BBIIIOJIHEHHUSI TTOPSAKA JEHUCTBUN, IPETyCMOTPEHHBIX HacTosAuiel IlamsaTkoi;

- MO0 TPUOBITHIO COTPYIHUKOB IMPABOOXPAHUTENBbHBIX OpraHoB (corpynHukoB OMBJI, YDCB)
NOJPOOHO OTBETUTH HA UX BOIPOCHI U OOECHEUUTh UM JOCTYN K paboueMy MECTy U 3JIEKTPOHHOM mourte
BaIlIEr0 KOMIIBIOTEPA.

4.2. llpm momy4yeHMH 1O DHIEKTPOHHOM TOYTE COOOIEHHH, colIepXaluxX Yrpo3bl
TEPPOPUCTUYECKOTO XapakTepa, JODKHOCTHBIM JIMIAM OpPraHoOB MECTHOTO CaMOYIIpaBJICHHUS,
opranusanuii u yupexxaenuii Cysnansckoro paiiona 3AIIPEIIAETCS:

- mepeMeniath U3 nanku «Bxoxasmue» u (WIK) yAanaTh MOCTYNUBIIUE MO AJIEKTPOHHOM MoyTe
cooOmieHus 00 yrpo3e TepaKra;

- pacIUpsATh KPYT JIUL, 03HAKOMUBILUXCSA C COAEPKAHUEM MOCTYNHUBILIEr0 COOOLIEHHUS;

- OTBeYaTb Ha TNOCTYyNHUBIIEe COOOIIEHHWE OTIpaBUTENIO (axpecary) MUCbMa C YTpoO30if
TEPPOPUCTUYECKOTO XapaKTePa;

- OTKpBIBaTh (3aIlycKaTh, YCTAHABIMBaTbh) MPOTPaMMbl W/WIM CCBUIKH, IOCTYIHBIIUE
OJTHOBPEMEHHO (B TOM YHCIJI€ BO BJIOXKEHHH K MUCbMY) ¢ HHPOpManuei o0 yrpoze TeppopUCTHUECKOTO
XapakxTepa.

HE BYJIbTE PABHOAYIIHBIMHU, BAIIIM CBOEBPEMEHHBIE JJEVCTBHUSA MOT'YT
MOMOYb IMPEJJOTBPATUTH TEPPOPUCTUHUYECKHUMN AKT
N COXPAHUTD )KU3HU OKPYKAIOIUX!!!




